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Internal Audit Work in Progress

Planned Start Audit Engagement Title Primary Audit Service Audit Objective Audit Total |Performance| IT
Date Department Type Status |Budsgeted
Hours
April 2020 [Pandemic, Natural Disasters, Citywide Projects Respond to management requests and emerging Ongoing 200 100 100
Emergency Management risks with advisory and other special projects as
needed.
October 2020 |General Government Grants GG Advisory Assess risk impacting the General Government Planning 500 400 100
Administration Governance and grants administration process and readiness for ERP
Internal Controls (Consultation) implementation
November [Independent Payroll Recalculations|GG Finance Project Independently, formulate overtime calculations for |Planning 200 100 100
2020 — ERP Implementation Project all seven union contracts and compare results to
Workday in real-time.
November |GPD Inventory GPD Management [Provide independent observation of the narcotics  [Fieldwork 80 40 40
2020 Request evidence inventory count performed by the
Gainesville Police Department.
January 2021 |Organizational Culture Audit Citywide Project Assess current organization-wide culture to better  Pre- 900 750 150
identify and understand factors that negatively Planning
impact the chances for successful outcomes and
relationships.
February 2021 GRU Grants Administration Audit |GRU Audit Assess adequacy and effectiveness of governance  |Not Started| 500 400 100

and internal controls over grant administration at
GRU.




Title

Enterprise IT
Governance and Data
Management

ERP System
Implementation

Primary
Department

Citywide

Citywide

Periodic Monitoring

Monitoring Objective

Monitor management’s progress to build out Enterprise IT

Monitoring Status

Ongoing until IT Governance

Governance capabilities supporting the City's strategic initiatives and is implemented.

objectives. Provide advisory services to enhance managements
assessment of risk.

Risks include siloed “shadow” IT departments that contribute to
reduced efficiency of resources, duplicated efforts, additional
expenses, increased licensing costs, and reduced effectiveness
surrounding IT governance and information security processes.

Monitor management’s progress to implement the ERP system,
manage relevant citywide risks, and remediate open audit
observations in progress.

tion delays due to

Due to the pandemic, the ERP project was put on hold from March
h October 23, 2020. The project has now resumed.

GRU created the Enterprise IT
Strategy and Governance
Director position.

Need to include the GG
Strategic Initiatives Office

Review governance of badge
reader access management

Ongoing until implementation
completed.

Proxy access reviews
CAO is performing an

independent overtime payroll
recalculation.

“

Risk Rating

High

High



Completed Engagements

A&FC Report Audits, Consultations and Projects Primary Types Objective Status
Date Department
12/5/19 Audit of the General Government ERP System General Advisory Determine the overall effectiveness of the Enterprise ResourcelCompleted
Implementation - Interim Report Il Government and Planning (ERP) System’s Configure and Prototype process in
GRU Payroll relation to the best practices delineated in COBIT 2019 Build,
Acquire, and Implement No. 10 Managed Configuration.
2/5/20 Affirmative Action Plan Audit Office of Equity Audit Assess the reliability of information obtained for input in the [Completed
and Inclusion Affirmative Action Plan; Analyze General Government and
Gainesville Regional Utilities hiring for positions with
affirmative action goals.
2/6/20 Internal Controls and Data Security for the Use GPD Audit Certify that the data security policies and procedures have Completed
of Driver's License and Motor Vehicle Record been approved by a Risk Management IT Professional.
Data Exchange
3/11/20 FY 19 Annual Follow-up on Status of Previous Citywide Audit Verify that corrective action has been taken and summarize  [Completed
Audit Recommendations the results.
5/20/20 Reichert House — Part B, Independent GPD AUP Independent Accountant's report on applying agreed upon Completed
Accountant's Agreed Upon Procedures procedures on the cash receipts, cash disbursements, and
mentoring classes for Reichert House and Palm Breeze Youth
Services
5/20/20 General Government Enterprise Resource General Advisory Determine the effectiveness of the ERP Test Stage in relation [Completed
Planning System Implementation Review, Phase| Government and to the best practices delineated in COBIT 2019 Build, Acquire,
1 GRU Payroll and Implement No. 7, Managed IT Change Acceptance and

Transitioning.




Completed Engagements (cont.)

A&FC Report Audits, Consultations, and Projects Primary Types Objective Status
Date Department
8/20/20 Credible Challenge of Management’s GG Finance |CCOM Request |Provide an independent, risk-based review of management’s [Completed
Proposed October 1, 2020 Pension pension obligation bonds (POB) financing plan and key
Obligation Bond Financing Plan as presented assumptions, and provide a response at the August 20, 2020
in, “City of Gainesville Retirement Plans — City Commission meeting.
Pension Obligation Bond Analysis —-PFM”
9/23/20 2020 Cybersecurity Readiness Review Citywide Advisory  |Assess cybersecurity governance controls to improve the Completed
City’s ability to identify, assess, and mitigate cybersecurity
risks to an acceptable level.
9/23/20 Temporary Employment Services Invoicing - Citywide Management [Review invoicing accuracy and compliance with contract Completed
Targeted Review Request terms.
10/19/20 (City Commission Annual Training City Training Provide first annual training to City Commissioners around |Completed
Commission Internal Audit's enterprise risk assessment processes and
audit plan formation.
11/16/20 General Government Investments Audit GG Finance Audit Examine the management and internal control environment [Completed
of the non-pension investment portfolio and assess
compliance with City policies and procedures.
12/9/20 General Government Financial Reporting GG Finance Advisory |ldentify process improvements in the general government |[Completed
Process Review financial reporting processes to achieve timely financial
reporting objectives for the fiscal year ending September 30,
2020 external financial statement audit.
12/9/20 Annual Audit Report, Risk Assessment, and Citywide Risk Assessment[The City Auditor’s 2020 Annual Report highlights the Completed

dit Plan

department’s activities and accomplishments over the past
year. Sections include a description of who we are and what
we do, activities and accomplishments, other stories of

unity builders making Gainesville great, and our




Fraud Hotline and Investigations

City Auditor Quarterly Update
Fraud Hotline and Investigations

Audit & Finance Committee 12/9/2020|9/23/2020|5/20/2020
New Reports Since Last A&FC 1 5 8
Open Investigations 2 2 3
Closed 1 6 5







New Internal Audit Issue Follow up Program

pen Internal Audit Issue

Manageme nt action plan

.sdue < New audit issues are assigned a risk
rating. Moderate and high risk

Issues require remediation typically
within one year. A Management
responsible party is assigned and is

accountable for providing
evidence of issue remediation.

|s evidence sufficient?

» Aged issues have been assigned
due dates. When management
provides sufficient evidence of
issue remediation, internal audit

erforms validafion testing then




INTERNAL AUDIT ISSUE FOLLOW UP STATUS

City Auditor Quarterly Update

Internal Audit Issue Follow up * 12/9/20 9/23/20 5/20/20

Audit issues closed since last

: . 11 4
City Auditor Quarterly Update 3
Total open audit issues™* 33 26 39
Total past due issues *** 0 0 N/A
e Detail in Appendix A ¥ Audit issues open prior to 5/20/20 have been

assigned due dates of one year or less. Audit
issues not remediated by the issue due date will
“past due” with department and

12



STATUS OF EXTERNAL AUDITS

FY 20 external financial statement audits are underway for fiscal
year ending September 30, 2020.

lorida Auditor General 2020 operational audit of the City of
is wrapping up. Reporting in progress.







FY 19 EXTERNAL FINANCIAL STATEMENT AUDIT

GENERAL GOVERNMENT
EXTERNAL AUDITOR — PURVIS GRAY & COMPANY
External Audit Report Finding Audit Status

For the fiscal year ended
September 30, 2019

2018-01 - Bank reconciliations were not completed on @
timely basis and included unreconciled differences.
Certain transactions, such as credit card receipts, are not
reconciled monthly.

FINANCIAL STATEMENTS 918,02 — Several accounts were materially misstated, Completed
AND including revenue and accounts receivable, 6/29/2020
INDEPENDENT

expenditures/expenses and accounts payable, capital

AUDITORS’ REPORT assets, and equity.

2018-04 — Segregation of Duties - The following financial
reporting processes lacked adequate segregation of
incompatible duties: payroll division; payroll fimekeepers;
journal entries.




FY 19 EXTERNAL FINANCIAL STATEMENT AUDIT

GENERAL GOVERNMENT
EXTERNAL AUDITOR - PURVIS GRAY & COMPANY

External Audit Report Finding Audit Status
For the fiscal year ended
September 30, 2019

FINANCIAL STATEMENTS OTHER POSTEMPLOYMENT BENEFITS FUND - Completed
AND None 9/10/2020
INDEPENDENT AUDITORS'

EMPLOYEES’ PENSION FUND - None

CONSOLIDATED POLICE OFFICERS AND
FIREFIGHTERS RETIREMENT PLAN - None

WILD SPACES AND PUBLIC PLACES FUND -
None

REPORT

COMMUNITY REDEVELOPMENT AGENCY -
None




FY 19 EXTERNAL FINANCIAL STATEMENT AUDIT

GAINESVILLE REGIONAL UTILITIES
EXTERNAL AUDITOR — BAKER TILLY

External Audit Report Deficiency in internal Audit Status
as of September 30, 2019 and 2018 conirol
FINANCIAL STATEMENTS NONE Completed 2/24/2020
AND
INDEPENDENT AUDITORS'

REPORT




Upcoming Audit & Finance Committee Meetings

» March 22, 2021
» May 18, 2021
» July 13, 2021

Fraud, Waste, and Abuse Hotline
» To report an incident, call 1-844-818-2492 or

» Visit www.intouchwebsite.com/CityofGainesville

» To report other issues:

ion Issues, call the Equal Opportunity Office at 334-5051
isk Management at 334-5045


http://www.intouchwebsite.com/CityofGainesville

Thank You

Office of the City Auditor

Ginger Bigbie, CPA, CFE | City Auditor | City of Gainesville
200 E University Avenue, Gainesville, FL 32601
: 352-334-5020




PENDIX A - OPEN AUDIT ISSUES




APPENDIX - OPEN AUDIT ISSUE DETAIL

Audit Audit Report Title Audit Issue Title Audit Impacted Department(s) Audit Issue [ Root Cause
Report Date Issue Due Date Category
Number

9/15/2015 |[GPD Property and Evidence Section Cash Procedures Need Updating C GPD 3/31/2021 |Process

9/28/2017 |[Audit of RTS Farebox and Bus Pass Revenues |Reconciling Bus Farebox Deposits and cash handling B&F [RTS and Budget & Finance 12/15/2020 |Procedures
controls

9/29/2017 |Audit of GRU Non-Pension Investments Policy and Procedure Enhancements 3 GRU Finance 1/31/2021 |(Policy

8/2/2018 |Annexed Property Fee Collections Audit City Revenue Verifications of Annexed Properties A Planning Department and Budget | 12/15/2020 |Monitoring
Not Conducted & Finance

8/2/2018 |Vendor Master File Policies, procedures, and oversight related to 3 General Government Purchasing | 6/30/2021 |Procedures
General Government’s and Gainesville Regional
Utilities’ Vendor Master File are not adequately
designed nor implemented.

8/2/2018 [Vendor Master File Vendor Master File system controls cannot be relied 9 HR 1/31/2021 [Monitoring

upon as implemented.




Acerno_Cache_XXXXX





Audit Issue Tracker

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status
(open, closed, past due, re-opened)

Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Audit Issue Subsection		Audit Issue Risk Rating
[H, M, L]		Impacted Department(s)		Responsible Party		Root Cause Category

Bigbie, Ginger: Bigbie, Ginger:
Select a root cause category from the drop down that best fits the root cause describption as written in the audit report		Audit Issue Close Date		Audit Issue Due Date		Validation W/P Prepared:		Link to Shared Audit Issue File		Audit Report Date		Audit Number		Staff		Status of Latest Communication		Comments

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		N/A		M		GPD		Lt. Michael Schibuola		Process		 		3/31/21				AU2015_002_GPD Property & Evidence Section_Followup		2015		AU2015-002		BA		Met with Asst Chief Pierce, Lt. Schibuola, and City Auditor on 8/24/2020.

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		2		L		Fleet		Jason Foster, Interim Director, & Barbara Beck, Fleet Support Supervisor		Monitoring				10/31/20		11/23/20		AU2015_001_Gainesville Fleet Operations_Followup		2015		AU2015-001		BA		BA considers issue sufficiently remediated. Suggests closing out issue.  11/23/20

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		2 & 3		M		Fleet		Jason Foster, Interim Director, & Barbara Beck, Fleet Support Supervisor		Segregation of Duties				10/31/20		11/30/20		AU2015_001_Gainesville Fleet Operations_Followup		2015		AU2015-001		BA		BA considers issue sufficiently remediated. Suggests closing out issue.  11/30/20

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		2		M		RTS and Budget & Finance		Jesus Gomez, Transit Director and 
Diane Wilson		Procedures				12/15/20				AU2017_005_Audit of RTS Farebox and Bus Pass Revenues_Followup		2017		AU2017-005		GR		GR 11/3/20 email - DW stated that the issue is on track for implementation by 12/15/2020 deadline. GR will follow up the first week of December.		GB 9/15/20: I am ok with combining this issue F with issue B, but this issue is not low risk.  Retaining employees with demonstrated cash handling problems is not acceptable and increases the risk of financial loss.  Did prior employees commit fraud?  It seems to be implied but was not addressed.

In any event, background checks is not the focus and is not the best solution.  Let's ensure issue B addresses the cash handling control environment deficiencies.  If an employee misappropriates cash, we have policies to address that.  Do supervisors enforce policy?  Do employees know how to report fraud?  Who performs cash reconciliations?  Are deposits, cash handling, and reconciliation tasks segregated?

Our focus should not be on the old "action plans", but on the identified risks and consideration of current control environment given these issues are old.  The best risk mitigation efforts may not be the original action plan.  Management may already have new controls in place.  If not we need to agree with them on the most appropriate next steps and establish a due date, not a due date for the original action plan unless it truly does mitigate the risks identified.

I am adapting the issue tracking log to combine these two issues: cash handling controls.


		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		N/A		M		GRU Finance		Linda Vaughn, GRU Invesment Manager		Policy				1/31/21		 		AU2017_004_Audit of GRU Non-Pension Investments_Followup		2017		AU2017-004		EM		BA 11/24/20 - Linda stated that the Investment Policy is nearing completion. She will notify us once they have the draft policy ready. PFM is engaged to draft the policies.

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		N/A		M		Planning Department and Budget & Finance		Diane Wilson, GG Finance		Monitoring				12/15/20				AU2018_002_Annexed Property Fee Collections Audit_Followup		2018		AU2018-002		GR		GR 11/3/20 email - DW stated that the issue is on track for implementation by 12/15/2020 deadline. GR will follow up the first week of December.

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		3		M		General Government Purchasing		Doug Drymon, GG Purchasing Director & Diane Wilson, Assistant Finance Director		Procedures				6/30/21				AU2018_001_Vendor Master File_Followup		2018		AU2018-001		GR		This due date may change due to recommendation being linked to Workday ERP implementation.

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		9		M		HR		Lisa Jefferson, Human Resources		Monitoring				1/31/21				AU2018_001_Vendor Master File_Followup		2018		AU2018-001		GR		Met with DW on 6/3 to discuss open audit issues. She responded with updates on 6/8. This functionality will be in Worday pending implementation.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		M		N/A		Director Woody		Roles and Responsibilities				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		M		N/A		Director Woody		Procedures				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Procedures				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - the office is securing an outside vendor to complete the AA plan.  Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		N/A		M		Equal Opportunity		Human Resources		Procedures				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  -  L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Monitoring				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Training				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		N/A		H		Risk		Paul Daignault, GRU IT Manager, Database and Infrastructure A		Process				12/31/20				AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup		2019		AU2019-007		VI		VI to follow up with Dave to get new milestones		The orignal implementation date of June 7, 2020 was delayed due to the pandemic. Paul said he would be able to provide an eta after the Wednesday manager's meeting (June10, 2020). Estimated implementation date is 12.31.2020. Email communication is located in the B folder.

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		N/A		M		Risk		Paul Daignault, GRU IT Manager, Database and Infrastructure A		Process				12/31/20				AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup		2019		AU2019-007		VI		VI to follow up with Dave to get new milestones		The original implementation date of June 7, 2020 was delayed due to the pandemic. Paul said he would be able to provide an eta after the Wednesday manager's meeting (June10, 2020). Estimated implementation date is 12.31.2020. Email communication is located in the B folder.

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Communication				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2				M		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Systems				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Process				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Monitoring				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2				M		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Monitoring				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Systems				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		9/23/20		Cybersecurity Readiness Review		Adopt a Citywide cybersecurity governance body to drive strategic goals and provide clear direction on identifying, protecting, detecting, responding, and recovering from a cybersecurity event.		1.1				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Process		 		10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #01 Cybersecurity governance body_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		Considert the addition of a data security officer or equivalent poisiton to lead cybersecurity incident response in cooperation with senior management and Charter Officers, and to help mitigate any damages.		1.2				M		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Roles and Responsibilities				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #01 Cybersecurity governance body_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should document cybersecurity procedures and implement policies that address privacy and surveillance technology usage.		2.1				H		Public Works, Taffic Operation		Edward Bielarski, Lee Feldman		Policy				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #02 Policies and procedures_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		Management should consider the feasibility of centrally storing Cybersecurity policies and procedures.		2.2				M		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Policy				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #02 Policies and procedures_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes third party security and privacy risk assessment processes.		3.1				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program theat includes a citywide business impact analysis to serve as the foundation of a comprehensive business continuity plan.		3.2				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes the implementation of a citywide data classification scheme to ensure data security controls are priorotized based on the level of sensitivity and impact to the City should sensitive information be accessed without authorization, accidentally disclosed, altered or destroyed.		3.3				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		11/16/20		GG Non-pension Investments		Pension and Investments Division of the Budget & Finance Department should establish an Investments-Related User Access Management Program		1		N/A		H		GG Finance		Cintya Ramos,  William Johnston		Roles and Responsibilities				5/31/21										GR

		Open		11/16/20		GG Non-pension Investments		The current approved broker/dealer list is not maintained in compliance with the non-pension investments policy		2				M		GG Finance		Cintya Ramos,  William Johnston		Policy				5/31/21										GR

		Open		11/16/20		GG Non-pension Investments		Non-pension Investment-related Policies and Procedures Need Strengthening 		3				M		GG Finance		Cintya Ramos,  William Johnston		Policy				5/31/21										GR





































AU2017_005_Audit%20of%20RTS%20Farebox%20and%20Bus%20Pass%20Revenues_FollowupAU2018_002_Annexed%20Property%20Fee%20Collections%20Audit_FollowupAU2017_004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2017_004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2019_004_Reichert%20House%20Youth%20Academy_Part%20A_FollowupAU2019_004_Reichert%20House%20Youth%20Academy_Part%20A_FollowupAU2018_001_Vendor%20Master%20File_FollowupAU2018_001_Vendor%20Master%20File_FollowupAU2019_002_Audit%20of%20GG%20ERP%20System%20Interim%20Report_All%20ERP%20Audits_FollowupAU2019_002_Audit%20of%20GG%20ERP%20System%20Interim%20Report_All%20ERP%20Audits_FollowupAU2015_001_Gainesville%20Fleet%20Operations_FollowupAU2014_334_Audit%20of%20Payroll%20System_FollowupAU2014_334_Audit%20of%20Payroll%20System_FollowupAD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AU2015_001_Gainesville%20Fleet%20Operations_FollowupAU2018_004_Equal%20Opportunity%20Mandatory%20Annual%20Diversity%20TrainingAU2018_007_Combined%20Communication%20Center%20Interlocal%20Agreement%20Procedures_FollowupAU2019_005_Affirmative%20Action%20Plan%20Audit%202019_FollowupAU2019_007_Internal%20Controls%20and%20Data%20Security%20for%20the%20Use%20of%20Drivers%20License%20and%20MV%20Record%20Data_FollowupAU2019_007_Internal%20Controls%20and%20Data%20Security%20for%20the%20Use%20of%20Drivers%20License%20and%20MV%20Record%20Data_FollowupAU2015_002_GPD%20Property%20&%20Evidence%20Section_Followup

AFC 12.9.2020

		Audit Issue Status

Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue Number		Impacted Department(s)		Audit Issue Due Date		Root Cause Category

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD		3/31/21		Process

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		RTS and Budget & Finance		12/15/20		Procedures

		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		GRU Finance		1/31/21		Policy

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance		12/15/20		Monitoring

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing		6/30/21		Procedures

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR		1/31/21		Monitoring								 

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		GPD		3/31/21		Roles and Responsibilities

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		GPD		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		GPD		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		GPD		3/31/21		Procedures

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		GPD		3/31/21		Process

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity		12/31/21		Monitoring

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity		12/31/21		Training

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		Risk		12/31/20		Process

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		Risk		12/31/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Communication

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		9/23/20		Cybersecurity Readiness Review		Adopt a Citywide cybersecurity governance body to drive strategic goals and provide clear direction on identifying, protecting, detecting, responding, and recovering from a cybersecurity event.		1.1		GG IT, GRU IT		10/1/21		Process

		Open		9/23/20		Cybersecurity Readiness Review		Considert the addition of a data security officer or equivalent poisiton to lead cybersecurity incident response in cooperation with senior management and Charter Officers, and to help mitigate any damages.		1.2		GG IT, GRU IT		10/1/21		Roles and Responsibilities

		Open		9/23/20		Cybersecurity Readiness Review		The City should document cybersecurity procedures and implement policies that address privacy and surveillance technology usage.		2.1		Public Works, Taffic Operation		10/1/21		Policy

		Open		9/23/20		Cybersecurity Readiness Review		Management should consider the feasibility of centrally storing Cybersecurity policies and procedures.		2.2		GG IT, GRU IT		10/1/21		Policy

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes third party security and privacy risk assessment processes.		3.1		GG IT, GRU IT		10/1/21		Procedures

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program theat includes a citywide business impact analysis to serve as the foundation of a comprehensive business continuity plan.		3.2		GG IT, GRU IT		10/1/21		Procedures

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes the implementation of a citywide data classification scheme to ensure data security controls are priorotized based on the level of sensitivity and impact to the City should sensitive information be accessed without authorization, accidentally disclosed, altered or destroyed.		3.3		GG IT, GRU IT		10/1/21		Procedures

		Open		11/16/20		GG Non-pension Investments		Pension and Investments Division of the Budget & Finance Department should establish an Investments-Related User Access Management Program		1		GG Finance		5/31/21		Roles and Responsibilities

		Open		11/16/20		GG Non-pension Investments		The current approved broker/dealer list is not maintained in compliance with the non-pension investments policy		2		GG Finance		5/31/21		Policy

		Open		11/16/20		GG Non-pension Investments		Non-pension Investment-related Policies and Procedures Need Strengthening 		3		GG Finance		5/31/21		Policy





AFC 9.23.2020

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status


Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Impacted Department(s)		Audit Issue Due Date		Root Cause Category

Bigbie, Ginger: Bigbie, Ginger:
Select a root cause category from the drop down that best fits the root cause describption as written in the audit report		Audit Issue Close Date

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD		3/31/21		Process		 

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		Fleet		N/A		Monitoring

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		Fleet		9/25/20		Segregation of Duties

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		RTS and Budget & Finance		12/15/20		Procedures

		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		GRU Finance		1/31/21		Policy

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance		12/15/20		Monitoring

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing		6/30/21		Procedures

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing		9/10/20		Process

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR		1/31/21		Monitoring

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		3/31/21		Roles and Responsibilities

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		3/31/21		Procedures

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		3/31/21		Process

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity		12/31/21		Monitoring

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity		12/31/21		Training

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		Risk		12/31/20		Process

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		Risk		12/31/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Communication

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems





		26		OPEN

		15		CLOSED





										City Auditor Quarterly Update

								Internal Audit Issue Follow up **		9/23/20		5/20/20

								Audit issues closed since last 
City Auditor Quarterly Update  		11		4

								Total open audit issues  		26		39

								Total past due issues *  		0		N/A







AFC 5.20.20

		Audit Issue Status
		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Impacted Department(s)

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		2		Fleet

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		3		Fleet

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		1		RTS and HR

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits		2		RTS and Budget & Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		Segregation of duties within the Treasury function requires strengthening.		1		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		The portfolio management reporting process requires strengthening. 		2		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		A review of the Investment and Debt Committee Quarterly Report identified three areas that require clarity or improvement around the cash and duration components of the GRU Portfolio.  		4		GRU Finance

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance

		Open		8/2/18		Equal Opportunity Mandatory Annual Diversity Training		Procedures and performance indicators surrounding the Office of Equal Opportunity’s mandatory diversity training are not adequately designed nor implemented.		1		Equal Opportunity

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		1		GRU Purchasing

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodicreview  of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		The Security Incident Handling Policy needs strengthening to ensure compliance with the MOU.		A		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		IT assets are not classified in accordance with the FLHSMV External Information Systems Security Policy’s #A-02: Data Security Section 7.0 Data Classification requirements.		C		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Business Continuity Plan does not include the in-scope systems		E		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Generically named user accounts.		F		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User access to driver’s license information obtained without appropriate approval.		G		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User activities are not recorded or reviewed.		H		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Information transmitted to and from the data extract application is not secure.		I		GPD

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team

		39 open issues





Validation Lists

		Audit Issue Status

		Open				Root Cause Category		under development

		Closed

		Past due				Change Management

		Re-opened				Communication

						Equipment

						Error

		audit issue risk rating				Management Override

		H				Monitoring

		M				People

		L				Policy

						Procedures

						Process

						Roles and Responsibilities

						Segregation of Duties

						Systems

						Training







Sandbox

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status
(open, closed, past due, re-opened)		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Audit Issue Subsection		Audit Issue Risk Rating
[H, M, L]		Impacted Department(s)		Responsible Party		Audit Issue Close Date		Audit Issue Due Date		Status of Latest Communique		Link to Shared Audit Issue File		Validation WP Date		Comments		Audit Report Date		Audit Number

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		2		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		2		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		3		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		N/A		M		GPD		Assistant Chief, Terrence Pierce				N/A		Not Implemented. Interviewed Lt. Schibuola & Deborah on 5/5. 		334_Audit of Payroll System_Followup		N/A				2015		AU2015-002

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		a		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		b		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		c		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		d		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		e		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		f		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		g		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		h		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		To be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits		B		2		M		RTS and Budget & Finance		Jesus Gomez, Transit Director and 
Diane Wilson				N/A		Left vm with Diane W on 4/28. Met with Jesus on 4/27. 		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		F		1		M		RTS and HR		Lisa Jefferson, Human Resources				N/A		Met with Lisa J. on 4/29. She needs more time to review report.		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		F		2		M		RTS and HR		Lisa Jefferson, Human Resources				N/A		Met with Lisa J. on 4/29. She needs more time to review report.		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		A		3		M		General Government Purchasing		Doug Drymon, 								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		B		9		M		HR		Lisa Jefferson, Human Resources								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		C		7		M		GRU Purchasing		Jim Frampton, GRU Purchasing, Utilities								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		A		1b		M		GRU Purchasing		Jim Frampton, GRU Purchasing, Utilities						 		AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		N/A		M		Planning Department and Budget & Finance		Andrew Persons, Planning & Development Director						Sent email 4/28 to Andrew P. requesting meeting on 4/29		AU2018-002_Annexed Property Fee Collections Audit_Followup						2018		AU2018-002

		Open		8/2/18		Equal Opportunity Mandatory Annual Diversity Training		Procedures and performance indicators surrounding the Office of Equal Opportunity’s mandatory diversity training are not adequately designed nor implemented.		1		a		M		Equal Opportunity		Teneeshia Marshall, EO Director						Meeting with Teneeshia and Bridget Lee on 5/5/2020		AU2018_004_Equal Opportunity Mandatory Annual Diversity Training						2018		AU2018-004

		Open				Audit of General Government ERP System Interim Report		See the summary of open issues after the May 2020 AFC meeting.		N/A		N/A		H		N/A		N/A				N/A		Vince is summarizing these issues and following up on these issues.		AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						2019		AU2019-002

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		M		N/A		N/A						Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup						2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		2/5/20		Affirmative Action Plan Audit 2019		Continue to leverage Berkshire – BalanceAAP software. 		1		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		The Security Incident Handling Policy needs strengthening to ensure compliance with the MOU.		A		N/A		H												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		N/A		H												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		IT assets are not classified in accordance with the FLHSMV External Information Systems Security Policy’s #A-02: Data Security Section 7.0 Data Classification requirements.		C		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Business Continuity Plan does not include the in-scope systems		E		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Generically named user accounts.		F		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User access to driver’s license information obtained without appropriate approval.		G		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User activities are not recorded or reviewed.		H		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Information transmitted to and from the data extract application is not secure.		I		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007
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APPENDIX — OPEN AUDIT ISSUE DETAIL (CONT.)

Audit Audit Report Title Audit Issue Title Audit Impacted Department(s) AuditIssue | Root Cause
Report Date Issue Due Date Category
Number
4/3/2019 |Audit of the City of Gainesville’s Reichert Lack of Standard Business Processes 1 GPD 3/31/2021 |Roles and
House Youth Academy —Governance, Responsibilities

Financial Processes, and Performance
Metrics - Part A

4/3/2019  |Audit of the City of Gainesville’s Reichert Lack of Transparency 2 GPD 3/31/2021 |Process
House Youth Academy —Governance,
Financial Processes, and Performance
Metrics - Part A

4/3/2019 |Audit of the City of Gainesville’s Reichert Obtaining and Managing Grants Outside of the City’s 3 GPD 3/31/2021 |Process
House Youth Academy — Governance, Oversight
Financial Processes, and Performance
Metrics - Part A

4/3/2019 |Audit of the City of Gainesville’s Reichert Inaccurate and Inadequate Procedures for 4 GPD 3/31/2021 |Procedures
House Youth Academy — Governance, Performance Metrics
Financial Processes, and Performance
Metrics - Part A

4/3/2019 Audit of the City of Gainesville’s Reichert Poorly Documented and Unusual Transactions 5 GPD 3/31/2021 |Process
House Youth Academy — Governance,
Financial Processes, and Performance
Metrics - Part A
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Audit Issue Tracker

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status
(open, closed, past due, re-opened)

Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Audit Issue Subsection		Audit Issue Risk Rating
[H, M, L]		Impacted Department(s)		Responsible Party		Root Cause Category

Bigbie, Ginger: Bigbie, Ginger:
Select a root cause category from the drop down that best fits the root cause describption as written in the audit report		Audit Issue Close Date		Audit Issue Due Date		Validation W/P Prepared:		Link to Shared Audit Issue File		Audit Report Date		Audit Number		Staff		Status of Latest Communication		Comments

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		N/A		M		GPD		Lt. Michael Schibuola		Process		 		3/31/21				AU2015_002_GPD Property & Evidence Section_Followup		2015		AU2015-002		BA		Met with Asst Chief Pierce, Lt. Schibuola, and City Auditor on 8/24/2020.

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		2		L		Fleet		Jason Foster, Interim Director, & Barbara Beck, Fleet Support Supervisor		Monitoring				10/31/20		11/23/20		AU2015_001_Gainesville Fleet Operations_Followup		2015		AU2015-001		BA		BA considers issue sufficiently remediated. Suggests closing out issue.  11/23/20

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		2 & 3		M		Fleet		Jason Foster, Interim Director, & Barbara Beck, Fleet Support Supervisor		Segregation of Duties				10/31/20		11/30/20		AU2015_001_Gainesville Fleet Operations_Followup		2015		AU2015-001		BA		BA considers issue sufficiently remediated. Suggests closing out issue.  11/30/20

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		2		M		RTS and Budget & Finance		Jesus Gomez, Transit Director and 
Diane Wilson		Procedures				12/15/20				AU2017_005_Audit of RTS Farebox and Bus Pass Revenues_Followup		2017		AU2017-005		GR		GR 11/3/20 email - DW stated that the issue is on track for implementation by 12/15/2020 deadline. GR will follow up the first week of December.		GB 9/15/20: I am ok with combining this issue F with issue B, but this issue is not low risk.  Retaining employees with demonstrated cash handling problems is not acceptable and increases the risk of financial loss.  Did prior employees commit fraud?  It seems to be implied but was not addressed.

In any event, background checks is not the focus and is not the best solution.  Let's ensure issue B addresses the cash handling control environment deficiencies.  If an employee misappropriates cash, we have policies to address that.  Do supervisors enforce policy?  Do employees know how to report fraud?  Who performs cash reconciliations?  Are deposits, cash handling, and reconciliation tasks segregated?

Our focus should not be on the old "action plans", but on the identified risks and consideration of current control environment given these issues are old.  The best risk mitigation efforts may not be the original action plan.  Management may already have new controls in place.  If not we need to agree with them on the most appropriate next steps and establish a due date, not a due date for the original action plan unless it truly does mitigate the risks identified.

I am adapting the issue tracking log to combine these two issues: cash handling controls.


		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		N/A		M		GRU Finance		Linda Vaughn, GRU Invesment Manager		Policy				1/31/21		 		AU2017_004_Audit of GRU Non-Pension Investments_Followup		2017		AU2017-004		EM		BA 11/24/20 - Linda stated that the Investment Policy is nearing completion. She will notify us once they have the draft policy ready. PFM is engaged to draft the policies.

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		N/A		M		Planning Department and Budget & Finance		Diane Wilson, GG Finance		Monitoring				12/15/20				AU2018_002_Annexed Property Fee Collections Audit_Followup		2018		AU2018-002		GR		GR 11/3/20 email - DW stated that the issue is on track for implementation by 12/15/2020 deadline. GR will follow up the first week of December.

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		3		M		General Government Purchasing		Doug Drymon, GG Purchasing Director & Diane Wilson, Assistant Finance Director		Procedures				6/30/21				AU2018_001_Vendor Master File_Followup		2018		AU2018-001		GR		This due date may change due to recommendation being linked to Workday ERP implementation.

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		9		M		HR		Lisa Jefferson, Human Resources		Monitoring				1/31/21				AU2018_001_Vendor Master File_Followup		2018		AU2018-001		GR		Met with DW on 6/3 to discuss open audit issues. She responded with updates on 6/8. This functionality will be in Worday pending implementation.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		M		N/A		Director Woody		Roles and Responsibilities				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		M		N/A		Director Woody		Procedures				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Procedures				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - the office is securing an outside vendor to complete the AA plan.  Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		N/A		M		Equal Opportunity		Human Resources		Procedures				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  -  L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Monitoring				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Training				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		N/A		H		Risk		Paul Daignault, GRU IT Manager, Database and Infrastructure A		Process				12/31/20				AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup		2019		AU2019-007		VI		VI to follow up with Dave to get new milestones		The orignal implementation date of June 7, 2020 was delayed due to the pandemic. Paul said he would be able to provide an eta after the Wednesday manager's meeting (June10, 2020). Estimated implementation date is 12.31.2020. Email communication is located in the B folder.

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		N/A		M		Risk		Paul Daignault, GRU IT Manager, Database and Infrastructure A		Process				12/31/20				AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup		2019		AU2019-007		VI		VI to follow up with Dave to get new milestones		The original implementation date of June 7, 2020 was delayed due to the pandemic. Paul said he would be able to provide an eta after the Wednesday manager's meeting (June10, 2020). Estimated implementation date is 12.31.2020. Email communication is located in the B folder.

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Communication				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2				M		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Systems				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Process				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Monitoring				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2				M		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Monitoring				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Systems				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		9/23/20		Cybersecurity Readiness Review		Adopt a Citywide cybersecurity governance body to drive strategic goals and provide clear direction on identifying, protecting, detecting, responding, and recovering from a cybersecurity event.		1.1				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Process		 		10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #01 Cybersecurity governance body_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		Considert the addition of a data security officer or equivalent poisiton to lead cybersecurity incident response in cooperation with senior management and Charter Officers, and to help mitigate any damages.		1.2				M		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Roles and Responsibilities				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #01 Cybersecurity governance body_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should document cybersecurity procedures and implement policies that address privacy and surveillance technology usage.		2.1				H		Public Works, Taffic Operation		Edward Bielarski, Lee Feldman		Policy				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #02 Policies and procedures_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		Management should consider the feasibility of centrally storing Cybersecurity policies and procedures.		2.2				M		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Policy				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #02 Policies and procedures_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes third party security and privacy risk assessment processes.		3.1				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program theat includes a citywide business impact analysis to serve as the foundation of a comprehensive business continuity plan.		3.2				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes the implementation of a citywide data classification scheme to ensure data security controls are priorotized based on the level of sensitivity and impact to the City should sensitive information be accessed without authorization, accidentally disclosed, altered or destroyed.		3.3				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		11/16/20		GG Non-pension Investments		Pension and Investments Division of the Budget & Finance Department should establish an Investments-Related User Access Management Program		1		N/A		H		GG Finance		Cintya Ramos,  William Johnston		Roles and Responsibilities				5/31/21										GR

		Open		11/16/20		GG Non-pension Investments		The current approved broker/dealer list is not maintained in compliance with the non-pension investments policy		2				M		GG Finance		Cintya Ramos,  William Johnston		Policy				5/31/21										GR

		Open		11/16/20		GG Non-pension Investments		Non-pension Investment-related Policies and Procedures Need Strengthening 		3				M		GG Finance		Cintya Ramos,  William Johnston		Policy				5/31/21										GR
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AFC 12.9.2020

		Audit Issue Status

Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue Number		Impacted Department(s)		Audit Issue Due Date		Root Cause Category

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD		3/31/21		Process

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		RTS and Budget & Finance		12/15/20		Procedures

		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		GRU Finance		1/31/21		Policy

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance		12/15/20		Monitoring

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing		6/30/21		Procedures

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR		1/31/21		Monitoring								 

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		GPD		3/31/21		Roles and Responsibilities

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		GPD		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		GPD		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		GPD		3/31/21		Procedures

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		GPD		3/31/21		Process

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity		12/31/21		Monitoring

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity		12/31/21		Training

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		Risk		12/31/20		Process

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		Risk		12/31/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Communication

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		9/23/20		Cybersecurity Readiness Review		Adopt a Citywide cybersecurity governance body to drive strategic goals and provide clear direction on identifying, protecting, detecting, responding, and recovering from a cybersecurity event.		1.1		GG IT, GRU IT		10/1/21		Process

		Open		9/23/20		Cybersecurity Readiness Review		Considert the addition of a data security officer or equivalent poisiton to lead cybersecurity incident response in cooperation with senior management and Charter Officers, and to help mitigate any damages.		1.2		GG IT, GRU IT		10/1/21		Roles and Responsibilities

		Open		9/23/20		Cybersecurity Readiness Review		The City should document cybersecurity procedures and implement policies that address privacy and surveillance technology usage.		2.1		Public Works, Taffic Operation		10/1/21		Policy

		Open		9/23/20		Cybersecurity Readiness Review		Management should consider the feasibility of centrally storing Cybersecurity policies and procedures.		2.2		GG IT, GRU IT		10/1/21		Policy

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes third party security and privacy risk assessment processes.		3.1		GG IT, GRU IT		10/1/21		Procedures

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program theat includes a citywide business impact analysis to serve as the foundation of a comprehensive business continuity plan.		3.2		GG IT, GRU IT		10/1/21		Procedures

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes the implementation of a citywide data classification scheme to ensure data security controls are priorotized based on the level of sensitivity and impact to the City should sensitive information be accessed without authorization, accidentally disclosed, altered or destroyed.		3.3		GG IT, GRU IT		10/1/21		Procedures

		Open		11/16/20		GG Non-pension Investments		Pension and Investments Division of the Budget & Finance Department should establish an Investments-Related User Access Management Program		1		GG Finance		5/31/21		Roles and Responsibilities

		Open		11/16/20		GG Non-pension Investments		The current approved broker/dealer list is not maintained in compliance with the non-pension investments policy		2		GG Finance		5/31/21		Policy

		Open		11/16/20		GG Non-pension Investments		Non-pension Investment-related Policies and Procedures Need Strengthening 		3		GG Finance		5/31/21		Policy





AFC 9.23.2020

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status


Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Impacted Department(s)		Audit Issue Due Date		Root Cause Category

Bigbie, Ginger: Bigbie, Ginger:
Select a root cause category from the drop down that best fits the root cause describption as written in the audit report		Audit Issue Close Date

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD		3/31/21		Process		 

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		Fleet		N/A		Monitoring

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		Fleet		9/25/20		Segregation of Duties

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		RTS and Budget & Finance		12/15/20		Procedures

		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		GRU Finance		1/31/21		Policy

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance		12/15/20		Monitoring

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing		6/30/21		Procedures

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing		9/10/20		Process

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR		1/31/21		Monitoring

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		3/31/21		Roles and Responsibilities

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		3/31/21		Procedures

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		3/31/21		Process

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity		12/31/21		Monitoring

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity		12/31/21		Training

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		Risk		12/31/20		Process

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		Risk		12/31/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Communication

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems





		26		OPEN

		15		CLOSED
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AFC 5.20.20

		Audit Issue Status
		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Impacted Department(s)

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		2		Fleet

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		3		Fleet

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		1		RTS and HR

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits		2		RTS and Budget & Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		Segregation of duties within the Treasury function requires strengthening.		1		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		The portfolio management reporting process requires strengthening. 		2		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		A review of the Investment and Debt Committee Quarterly Report identified three areas that require clarity or improvement around the cash and duration components of the GRU Portfolio.  		4		GRU Finance

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance

		Open		8/2/18		Equal Opportunity Mandatory Annual Diversity Training		Procedures and performance indicators surrounding the Office of Equal Opportunity’s mandatory diversity training are not adequately designed nor implemented.		1		Equal Opportunity

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		1		GRU Purchasing

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodicreview  of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		The Security Incident Handling Policy needs strengthening to ensure compliance with the MOU.		A		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		IT assets are not classified in accordance with the FLHSMV External Information Systems Security Policy’s #A-02: Data Security Section 7.0 Data Classification requirements.		C		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Business Continuity Plan does not include the in-scope systems		E		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Generically named user accounts.		F		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User access to driver’s license information obtained without appropriate approval.		G		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User activities are not recorded or reviewed.		H		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Information transmitted to and from the data extract application is not secure.		I		GPD

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team

		39 open issues
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		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status
(open, closed, past due, re-opened)		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Audit Issue Subsection		Audit Issue Risk Rating
[H, M, L]		Impacted Department(s)		Responsible Party		Audit Issue Close Date		Audit Issue Due Date		Status of Latest Communique		Link to Shared Audit Issue File		Validation WP Date		Comments		Audit Report Date		Audit Number

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		2		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		2		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		3		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		N/A		M		GPD		Assistant Chief, Terrence Pierce				N/A		Not Implemented. Interviewed Lt. Schibuola & Deborah on 5/5. 		334_Audit of Payroll System_Followup		N/A				2015		AU2015-002

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		a		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		b		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		c		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		d		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		e		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		f		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		g		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		h		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		To be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits		B		2		M		RTS and Budget & Finance		Jesus Gomez, Transit Director and 
Diane Wilson				N/A		Left vm with Diane W on 4/28. Met with Jesus on 4/27. 		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		F		1		M		RTS and HR		Lisa Jefferson, Human Resources				N/A		Met with Lisa J. on 4/29. She needs more time to review report.		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		F		2		M		RTS and HR		Lisa Jefferson, Human Resources				N/A		Met with Lisa J. on 4/29. She needs more time to review report.		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		A		3		M		General Government Purchasing		Doug Drymon, 								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		B		9		M		HR		Lisa Jefferson, Human Resources								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		C		7		M		GRU Purchasing		Jim Frampton, GRU Purchasing, Utilities								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		A		1b		M		GRU Purchasing		Jim Frampton, GRU Purchasing, Utilities						 		AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		N/A		M		Planning Department and Budget & Finance		Andrew Persons, Planning & Development Director						Sent email 4/28 to Andrew P. requesting meeting on 4/29		AU2018-002_Annexed Property Fee Collections Audit_Followup						2018		AU2018-002

		Open		8/2/18		Equal Opportunity Mandatory Annual Diversity Training		Procedures and performance indicators surrounding the Office of Equal Opportunity’s mandatory diversity training are not adequately designed nor implemented.		1		a		M		Equal Opportunity		Teneeshia Marshall, EO Director						Meeting with Teneeshia and Bridget Lee on 5/5/2020		AU2018_004_Equal Opportunity Mandatory Annual Diversity Training						2018		AU2018-004

		Open				Audit of General Government ERP System Interim Report		See the summary of open issues after the May 2020 AFC meeting.		N/A		N/A		H		N/A		N/A				N/A		Vince is summarizing these issues and following up on these issues.		AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						2019		AU2019-002

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		M		N/A		N/A						Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup						2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		2/5/20		Affirmative Action Plan Audit 2019		Continue to leverage Berkshire – BalanceAAP software. 		1		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		The Security Incident Handling Policy needs strengthening to ensure compliance with the MOU.		A		N/A		H												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		N/A		H												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		IT assets are not classified in accordance with the FLHSMV External Information Systems Security Policy’s #A-02: Data Security Section 7.0 Data Classification requirements.		C		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Business Continuity Plan does not include the in-scope systems		E		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Generically named user accounts.		F		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User access to driver’s license information obtained without appropriate approval.		G		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User activities are not recorded or reviewed.		H		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Information transmitted to and from the data extract application is not secure.		I		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007







































































AU2017-005_Audit%20of%20RTS%20Farebox%20and%20Bus%20Pass%20Revenues_FollowupAU2015_001_Gainesville%20Fleet%20Operations_FollowupAU2015_001_Gainesville%20Fleet%20Operations_FollowupAU2018-001_Vendor%20Master%20File_FollowupAU2018-001_Vendor%20Master%20File_FollowupAU2018_004_Equal%20Opportunity%20Mandatory%20Annual%20Diversity%20TrainingAU2018_007_Combined%20Communication%20Center%20Interlocal%20Agreement%20Procedures_FollowupAU2019_002_Audit%20of%20GG%20ERP%20System%20Interim%20Report_All%20ERP%20Audits_FollowupAU2019_004_Reichert%20House%20Youth%20Academy_Part%20A_FollowupAU2019_004_Reichert%20House%20Youth%20Academy_Part%20A_FollowupAU2019_005_Affirmative%20Action%20Plan%20Audit%202019_FollowupAU2017-005_Audit%20of%20RTS%20Farebox%20and%20Bus%20Pass%20Revenues_FollowupAU2019_005_Affirmative%20Action%20Plan%20Audit%202019_FollowupAU2019_007_Internal%20Controls%20and%20Data%20Security%20for%20the%20Use%20of%20Drivers%20License%20and%20MV%20Record%20Data_FollowupAU2019_007_Internal%20Controls%20and%20Data%20Security%20for%20the%20Use%20of%20Drivers%20License%20and%20MV%20Record%20Data_FollowupAU2017-004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2017-004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2017-005_Audit%20of%20RTS%20Farebox%20and%20Bus%20Pass%20Revenues_FollowupAU2017-004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2017-004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2017-004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2018-002_Annexed%20Property%20Fee%20Collections%20Audit_Followup334_Audit%20of%20Payroll%20System_Followup334_Audit%20of%20Payroll%20System_Followup


APPENDIX — OPEN AUDIT ISSUE DETAIL (CONT.)

Audit Audit Report Title Audit Issue Title Audit Impacted Department(s) Audit Issue | Root Cause
Report Date Issue Due Date Category
Number

2/5/2020 |Affirmative Action Plan Audit 2019 Establish standard periodic 2 Equal Opportunity 12/31/2021 |Procedures
review of AAP hiring goals, which are integrated as a
part of HR data capture, management, and extractio
n.

2/5/2020 Affirmative Action Plan Audit 2019 Establish data governance practices, execution, 3 Equal Opportunity 12/31/2021 |Procedures
and review to eliminate dependence on
any person’s institutional knowledge to accurately p
roduce foundation data used to build the plan.

2/5/2020 |Affirmative Action Plan Audit 2019 Implement regular reporting/audit practices to 4 Equal Opportunity 12/31/2021 |Monitoring
eliminate the need to pull these physical paper
records for periodic audit review.

2/5/2020 |Affirmative Action Plan Audit 2019 Review how to better align the new ERP with univer 5 Equal Opportunity 12/31/2021 |Training
sal EEO field and tabular nomenclature to help elimi
nate standardization and human interpretation chall
enges.

2/6/2020 |Internal Controls and Data Security forthe [Not all server update patches were installed. B Risk 12/31/2020 |Process

Use of Driver's License and Motor Vehicle
Record Data Exchange
2/6/2020 Internal Controls and Data Security for the Identified vulnerabilities need to be examined and D Risk 12/31/2020 |Process

Use of Driver's License and Motor Vehicle
Record Data Exchange

controls implemented.
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Audit Issue Tracker

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status
(open, closed, past due, re-opened)

Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Audit Issue Subsection		Audit Issue Risk Rating
[H, M, L]		Impacted Department(s)		Responsible Party		Root Cause Category

Bigbie, Ginger: Bigbie, Ginger:
Select a root cause category from the drop down that best fits the root cause describption as written in the audit report		Audit Issue Close Date		Audit Issue Due Date		Validation W/P Prepared:		Link to Shared Audit Issue File		Audit Report Date		Audit Number		Staff		Status of Latest Communication		Comments

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		N/A		M		GPD		Lt. Michael Schibuola		Process		 		3/31/21				AU2015_002_GPD Property & Evidence Section_Followup		2015		AU2015-002		BA		Met with Asst Chief Pierce, Lt. Schibuola, and City Auditor on 8/24/2020.

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		2		L		Fleet		Jason Foster, Interim Director, & Barbara Beck, Fleet Support Supervisor		Monitoring				10/31/20		11/23/20		AU2015_001_Gainesville Fleet Operations_Followup		2015		AU2015-001		BA		BA considers issue sufficiently remediated. Suggests closing out issue.  11/23/20

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		2 & 3		M		Fleet		Jason Foster, Interim Director, & Barbara Beck, Fleet Support Supervisor		Segregation of Duties				10/31/20		11/30/20		AU2015_001_Gainesville Fleet Operations_Followup		2015		AU2015-001		BA		BA considers issue sufficiently remediated. Suggests closing out issue.  11/30/20

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		2		M		RTS and Budget & Finance		Jesus Gomez, Transit Director and 
Diane Wilson		Procedures				12/15/20				AU2017_005_Audit of RTS Farebox and Bus Pass Revenues_Followup		2017		AU2017-005		GR		GR 11/3/20 email - DW stated that the issue is on track for implementation by 12/15/2020 deadline. GR will follow up the first week of December.		GB 9/15/20: I am ok with combining this issue F with issue B, but this issue is not low risk.  Retaining employees with demonstrated cash handling problems is not acceptable and increases the risk of financial loss.  Did prior employees commit fraud?  It seems to be implied but was not addressed.

In any event, background checks is not the focus and is not the best solution.  Let's ensure issue B addresses the cash handling control environment deficiencies.  If an employee misappropriates cash, we have policies to address that.  Do supervisors enforce policy?  Do employees know how to report fraud?  Who performs cash reconciliations?  Are deposits, cash handling, and reconciliation tasks segregated?

Our focus should not be on the old "action plans", but on the identified risks and consideration of current control environment given these issues are old.  The best risk mitigation efforts may not be the original action plan.  Management may already have new controls in place.  If not we need to agree with them on the most appropriate next steps and establish a due date, not a due date for the original action plan unless it truly does mitigate the risks identified.

I am adapting the issue tracking log to combine these two issues: cash handling controls.


		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		N/A		M		GRU Finance		Linda Vaughn, GRU Invesment Manager		Policy				1/31/21		 		AU2017_004_Audit of GRU Non-Pension Investments_Followup		2017		AU2017-004		EM		BA 11/24/20 - Linda stated that the Investment Policy is nearing completion. She will notify us once they have the draft policy ready. PFM is engaged to draft the policies.

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		N/A		M		Planning Department and Budget & Finance		Diane Wilson, GG Finance		Monitoring				12/15/20				AU2018_002_Annexed Property Fee Collections Audit_Followup		2018		AU2018-002		GR		GR 11/3/20 email - DW stated that the issue is on track for implementation by 12/15/2020 deadline. GR will follow up the first week of December.

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		3		M		General Government Purchasing		Doug Drymon, GG Purchasing Director & Diane Wilson, Assistant Finance Director		Procedures				6/30/21				AU2018_001_Vendor Master File_Followup		2018		AU2018-001		GR		This due date may change due to recommendation being linked to Workday ERP implementation.

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		9		M		HR		Lisa Jefferson, Human Resources		Monitoring				1/31/21				AU2018_001_Vendor Master File_Followup		2018		AU2018-001		GR		Met with DW on 6/3 to discuss open audit issues. She responded with updates on 6/8. This functionality will be in Worday pending implementation.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		M		N/A		Director Woody		Roles and Responsibilities				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		M		N/A		Director Woody		Procedures				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		M		N/A		Lee Feldman; Chief Jones		Process				3/31/21				AU2019_004_Reichert House Youth Academy_Part A_Followup		2019		AU2019-004		GB		Put on hold until after James Moore's work is complete. Held update meeting on 6/18/20 with key contacts. 

Met for update on 11/16/2020.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Procedures				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - the office is securing an outside vendor to complete the AA plan.  Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		N/A		M		Equal Opportunity		Human Resources		Procedures				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  -  L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Monitoring				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		N/A		M		Equal Opportunity		Office of Equity and Inclusion and Human Resources		Training				12/31/21				AU2019_005_Affirmative Action Plan Audit 2019_Followup		2019		AU2019-005		BA		6/10/2020  - T. Marshall & L. Jefferson - Data is dependent on Workday ERP. Without a ERP implementation date, it's difficult to do much of the follow-up. Anticipates completion 12/31/21.

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		N/A		H		Risk		Paul Daignault, GRU IT Manager, Database and Infrastructure A		Process				12/31/20				AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup		2019		AU2019-007		VI		VI to follow up with Dave to get new milestones		The orignal implementation date of June 7, 2020 was delayed due to the pandemic. Paul said he would be able to provide an eta after the Wednesday manager's meeting (June10, 2020). Estimated implementation date is 12.31.2020. Email communication is located in the B folder.

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		N/A		M		Risk		Paul Daignault, GRU IT Manager, Database and Infrastructure A		Process				12/31/20				AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup		2019		AU2019-007		VI		VI to follow up with Dave to get new milestones		The original implementation date of June 7, 2020 was delayed due to the pandemic. Paul said he would be able to provide an eta after the Wednesday manager's meeting (June10, 2020). Estimated implementation date is 12.31.2020. Email communication is located in the B folder.

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Communication				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2				M		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Systems				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Process				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Monitoring				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2				M		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Monitoring				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Systems				6/30/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		9/23/20		Cybersecurity Readiness Review		Adopt a Citywide cybersecurity governance body to drive strategic goals and provide clear direction on identifying, protecting, detecting, responding, and recovering from a cybersecurity event.		1.1				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Process		 		10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #01 Cybersecurity governance body_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		Considert the addition of a data security officer or equivalent poisiton to lead cybersecurity incident response in cooperation with senior management and Charter Officers, and to help mitigate any damages.		1.2				M		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Roles and Responsibilities				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #01 Cybersecurity governance body_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should document cybersecurity procedures and implement policies that address privacy and surveillance technology usage.		2.1				H		Public Works, Taffic Operation		Edward Bielarski, Lee Feldman		Policy				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #02 Policies and procedures_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		Management should consider the feasibility of centrally storing Cybersecurity policies and procedures.		2.2				M		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Policy				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #02 Policies and procedures_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes third party security and privacy risk assessment processes.		3.1				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program theat includes a citywide business impact analysis to serve as the foundation of a comprehensive business continuity plan.		3.2				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes the implementation of a citywide data classification scheme to ensure data security controls are priorotized based on the level of sensitivity and impact to the City should sensitive information be accessed without authorization, accidentally disclosed, altered or destroyed.		3.3				H		GG IT, GRU IT		Edward Bielarski, Lee Feldman		Procedures				10/1/21				AD2020-006_Cybersecurity Readiness Review CONFIDENTIAL FILES\Issue #03 Cybersecurity risk management process_final CONFIDENTIAL.pdf						VI

		Open		11/16/20		GG Non-pension Investments		Pension and Investments Division of the Budget & Finance Department should establish an Investments-Related User Access Management Program		1		N/A		H		GG Finance		Cintya Ramos,  William Johnston		Roles and Responsibilities				5/31/21										GR

		Open		11/16/20		GG Non-pension Investments		The current approved broker/dealer list is not maintained in compliance with the non-pension investments policy		2				M		GG Finance		Cintya Ramos,  William Johnston		Policy				5/31/21										GR

		Open		11/16/20		GG Non-pension Investments		Non-pension Investment-related Policies and Procedures Need Strengthening 		3				M		GG Finance		Cintya Ramos,  William Johnston		Policy				5/31/21										GR
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AFC 12.9.2020

		Audit Issue Status

Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue Number		Impacted Department(s)		Audit Issue Due Date		Root Cause Category

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD		3/31/21		Process

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		RTS and Budget & Finance		12/15/20		Procedures

		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		GRU Finance		1/31/21		Policy

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance		12/15/20		Monitoring

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing		6/30/21		Procedures

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR		1/31/21		Monitoring								 

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		GPD		3/31/21		Roles and Responsibilities

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		GPD		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		GPD		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		GPD		3/31/21		Procedures

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		GPD		3/31/21		Process

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity		12/31/21		Monitoring

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity		12/31/21		Training

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		Risk		12/31/20		Process

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		Risk		12/31/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Communication

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		9/23/20		Cybersecurity Readiness Review		Adopt a Citywide cybersecurity governance body to drive strategic goals and provide clear direction on identifying, protecting, detecting, responding, and recovering from a cybersecurity event.		1.1		GG IT, GRU IT		10/1/21		Process

		Open		9/23/20		Cybersecurity Readiness Review		Considert the addition of a data security officer or equivalent poisiton to lead cybersecurity incident response in cooperation with senior management and Charter Officers, and to help mitigate any damages.		1.2		GG IT, GRU IT		10/1/21		Roles and Responsibilities

		Open		9/23/20		Cybersecurity Readiness Review		The City should document cybersecurity procedures and implement policies that address privacy and surveillance technology usage.		2.1		Public Works, Taffic Operation		10/1/21		Policy

		Open		9/23/20		Cybersecurity Readiness Review		Management should consider the feasibility of centrally storing Cybersecurity policies and procedures.		2.2		GG IT, GRU IT		10/1/21		Policy

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes third party security and privacy risk assessment processes.		3.1		GG IT, GRU IT		10/1/21		Procedures

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program theat includes a citywide business impact analysis to serve as the foundation of a comprehensive business continuity plan.		3.2		GG IT, GRU IT		10/1/21		Procedures

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes the implementation of a citywide data classification scheme to ensure data security controls are priorotized based on the level of sensitivity and impact to the City should sensitive information be accessed without authorization, accidentally disclosed, altered or destroyed.		3.3		GG IT, GRU IT		10/1/21		Procedures

		Open		11/16/20		GG Non-pension Investments		Pension and Investments Division of the Budget & Finance Department should establish an Investments-Related User Access Management Program		1		GG Finance		5/31/21		Roles and Responsibilities

		Open		11/16/20		GG Non-pension Investments		The current approved broker/dealer list is not maintained in compliance with the non-pension investments policy		2		GG Finance		5/31/21		Policy

		Open		11/16/20		GG Non-pension Investments		Non-pension Investment-related Policies and Procedures Need Strengthening 		3		GG Finance		5/31/21		Policy





AFC 9.23.2020

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status


Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Impacted Department(s)		Audit Issue Due Date		Root Cause Category

Bigbie, Ginger: Bigbie, Ginger:
Select a root cause category from the drop down that best fits the root cause describption as written in the audit report		Audit Issue Close Date

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD		3/31/21		Process		 

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		Fleet		N/A		Monitoring

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		Fleet		9/25/20		Segregation of Duties

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		RTS and Budget & Finance		12/15/20		Procedures

		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		GRU Finance		1/31/21		Policy

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance		12/15/20		Monitoring

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing		6/30/21		Procedures

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing		9/10/20		Process

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR		1/31/21		Monitoring

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		3/31/21		Roles and Responsibilities

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		3/31/21		Procedures

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		3/31/21		Process

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity		12/31/21		Monitoring

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity		12/31/21		Training

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		Risk		12/31/20		Process

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		Risk		12/31/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Communication

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems





		26		OPEN

		15		CLOSED





										City Auditor Quarterly Update

								Internal Audit Issue Follow up **		9/23/20		5/20/20

								Audit issues closed since last 
City Auditor Quarterly Update  		11		4

								Total open audit issues  		26		39

								Total past due issues *  		0		N/A







AFC 5.20.20

		Audit Issue Status
		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Impacted Department(s)

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		2		Fleet

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		3		Fleet

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		1		RTS and HR

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits		2		RTS and Budget & Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		Segregation of duties within the Treasury function requires strengthening.		1		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		The portfolio management reporting process requires strengthening. 		2		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		A review of the Investment and Debt Committee Quarterly Report identified three areas that require clarity or improvement around the cash and duration components of the GRU Portfolio.  		4		GRU Finance

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance

		Open		8/2/18		Equal Opportunity Mandatory Annual Diversity Training		Procedures and performance indicators surrounding the Office of Equal Opportunity’s mandatory diversity training are not adequately designed nor implemented.		1		Equal Opportunity

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		1		GRU Purchasing

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodicreview  of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		The Security Incident Handling Policy needs strengthening to ensure compliance with the MOU.		A		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		IT assets are not classified in accordance with the FLHSMV External Information Systems Security Policy’s #A-02: Data Security Section 7.0 Data Classification requirements.		C		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Business Continuity Plan does not include the in-scope systems		E		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Generically named user accounts.		F		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User access to driver’s license information obtained without appropriate approval.		G		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User activities are not recorded or reviewed.		H		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Information transmitted to and from the data extract application is not secure.		I		GPD

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team

		39 open issues





Validation Lists

		Audit Issue Status

		Open				Root Cause Category		under development

		Closed

		Past due				Change Management

		Re-opened				Communication

						Equipment

						Error

		audit issue risk rating				Management Override

		H				Monitoring

		M				People

		L				Policy

						Procedures

						Process

						Roles and Responsibilities

						Segregation of Duties

						Systems

						Training







Sandbox

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status
(open, closed, past due, re-opened)		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Audit Issue Subsection		Audit Issue Risk Rating
[H, M, L]		Impacted Department(s)		Responsible Party		Audit Issue Close Date		Audit Issue Due Date		Status of Latest Communique		Link to Shared Audit Issue File		Validation WP Date		Comments		Audit Report Date		Audit Number

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		2		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		2		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		3		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		N/A		M		GPD		Assistant Chief, Terrence Pierce				N/A		Not Implemented. Interviewed Lt. Schibuola & Deborah on 5/5. 		334_Audit of Payroll System_Followup		N/A				2015		AU2015-002

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		a		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		b		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		c		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		d		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		e		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		f		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		g		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		h		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		To be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits		B		2		M		RTS and Budget & Finance		Jesus Gomez, Transit Director and 
Diane Wilson				N/A		Left vm with Diane W on 4/28. Met with Jesus on 4/27. 		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		F		1		M		RTS and HR		Lisa Jefferson, Human Resources				N/A		Met with Lisa J. on 4/29. She needs more time to review report.		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		F		2		M		RTS and HR		Lisa Jefferson, Human Resources				N/A		Met with Lisa J. on 4/29. She needs more time to review report.		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		A		3		M		General Government Purchasing		Doug Drymon, 								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		B		9		M		HR		Lisa Jefferson, Human Resources								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		C		7		M		GRU Purchasing		Jim Frampton, GRU Purchasing, Utilities								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		A		1b		M		GRU Purchasing		Jim Frampton, GRU Purchasing, Utilities						 		AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		N/A		M		Planning Department and Budget & Finance		Andrew Persons, Planning & Development Director						Sent email 4/28 to Andrew P. requesting meeting on 4/29		AU2018-002_Annexed Property Fee Collections Audit_Followup						2018		AU2018-002

		Open		8/2/18		Equal Opportunity Mandatory Annual Diversity Training		Procedures and performance indicators surrounding the Office of Equal Opportunity’s mandatory diversity training are not adequately designed nor implemented.		1		a		M		Equal Opportunity		Teneeshia Marshall, EO Director						Meeting with Teneeshia and Bridget Lee on 5/5/2020		AU2018_004_Equal Opportunity Mandatory Annual Diversity Training						2018		AU2018-004

		Open				Audit of General Government ERP System Interim Report		See the summary of open issues after the May 2020 AFC meeting.		N/A		N/A		H		N/A		N/A				N/A		Vince is summarizing these issues and following up on these issues.		AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						2019		AU2019-002

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		M		N/A		N/A						Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup						2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		2/5/20		Affirmative Action Plan Audit 2019		Continue to leverage Berkshire – BalanceAAP software. 		1		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		The Security Incident Handling Policy needs strengthening to ensure compliance with the MOU.		A		N/A		H												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		N/A		H												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		IT assets are not classified in accordance with the FLHSMV External Information Systems Security Policy’s #A-02: Data Security Section 7.0 Data Classification requirements.		C		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Business Continuity Plan does not include the in-scope systems		E		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Generically named user accounts.		F		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User access to driver’s license information obtained without appropriate approval.		G		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User activities are not recorded or reviewed.		H		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Information transmitted to and from the data extract application is not secure.		I		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007
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APPENDIX — OPEN AUDIT ISSUE DETAIL (CONT.)

Audit Report Audit Report Title Audit Issue Title Audit Issue Impacted Department(s) Audit Issue Root Cause
Date Number Due Date Category

5/20/2020 |Audit of General Government ERP System |Present a business document that includes a cost P1-2 GG Finance, GRU Finance, IT 12/31/2020 |Communication

Implementation benefit analysis to the City Commission when Project Team
requesting funds.

5/20/2020 [Audit of General Government ERP System |Create a single consolidated view of all P2-2 GG Finance, GRU Finance, IT 2/28/2021 |Systems
Implementation configuration changes. Project Team

5/20/2020 |Audit of General Government ERP System [Ensure all data conversion information is accurate P2-3 GG Finance, GRU Finance, IT 5/31/2021 |Process
Implementation Project Team

5/20/2020 Audit of General Government ERP System |The GRU Integration Testing Has Not Been P3-1 GG Finance, GRU Finance, IT 5/31/2021 [Monitoring
Implementation Completed Project Team

5/20/2020 Audit of General Government ERP System |Test Scenarios Have Not Been Completed P3-2 GG Finance, GRU Finance, IT 3/31/2021 |Monitoring
Implementation Project Team

5/20/2020 |Audit of General Government ERP System |Data Security Controls Need Strengthening P3-3 GG Finance, GRU Finance, IT 2/28/2021 |Systems

Implementation

Project Team
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Audit Issue Tracker

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status
(open, closed, past due, re-opened)

Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Audit Issue Subsection		Audit Issue Risk Rating
[H, M, L]		Impacted Department(s)		Responsible Party		Root Cause Category

Bigbie, Ginger: Bigbie, Ginger:
Select a root cause category from the drop down that best fits the root cause describption as written in the audit report		Audit Issue Close Date		Audit Issue Due Date		Validation W/P Prepared:		Link to Shared Audit Issue File		Audit Report Date		Audit Number		Staff		Status of Latest Communication		Comments

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Communication				12/31/20				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup		2019		AU2019-002		VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2				M		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Systems				2/28/21				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup		2020		AU2019-002		VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Process				5/31/21				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup		2020		AU2019-002		VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Monitoring				5/31/21				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup		2020		AU2019-002		VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Test Scenarios Have Not Been Completed		P3 - 2				M		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Monitoring				3/31/21				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup		2020		AU2019-002		VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3				H		GG Finance, GRU Finance, IT Project Team		Lee Feldman; Dave Duda		Systems				2/28/21				AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup		2020		AU2019-002		VI		VI to follow up with Dave to get new milestones		Based on page 2 of the audit report, go-live ERP date was 1/31/2021. 





































AU2017_005_Audit%20of%20RTS%20Farebox%20and%20Bus%20Pass%20Revenues_FollowupAU2018_002_Annexed%20Property%20Fee%20Collections%20Audit_FollowupAU2017_004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2017_004_Audit%20of%20GRU%20Non-Pension%20Investments_FollowupAU2019_004_Reichert%20House%20Youth%20Academy_Part%20A_FollowupAU2019_004_Reichert%20House%20Youth%20Academy_Part%20A_FollowupAU2018_001_Vendor%20Master%20File_FollowupAU2018_001_Vendor%20Master%20File_FollowupAU2019_002_Audit%20of%20GG%20ERP%20System%20Interim%20Report_All%20ERP%20Audits_FollowupAU2019_002_Audit%20of%20GG%20ERP%20System%20Interim%20Report_All%20ERP%20Audits_FollowupAU2015_001_Gainesville%20Fleet%20Operations_FollowupAU2014_334_Audit%20of%20Payroll%20System_FollowupAU2014_334_Audit%20of%20Payroll%20System_FollowupAD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AD2020-006_Cybersecurity%20Readiness%20Review%20CONFIDENTIAL%20FILES/Issue%20AU2020_008_GG%20Non-Pension%20Investments%20Review_FollowupAU2015_001_Gainesville%20Fleet%20Operations_FollowupAU2020_008_GG%20Non-Pension%20Investments%20Review_FollowupAU2018_004_Equal%20Opportunity%20Mandatory%20Annual%20Diversity%20TrainingAU2018_007_Combined%20Communication%20Center%20Interlocal%20Agreement%20Procedures_FollowupAU2019_005_Affirmative%20Action%20Plan%20Audit%202019_FollowupAU2019_007_Internal%20Controls%20and%20Data%20Security%20for%20the%20Use%20of%20Drivers%20License%20and%20MV%20Record%20Data_FollowupAU2019_007_Internal%20Controls%20and%20Data%20Security%20for%20the%20Use%20of%20Drivers%20License%20and%20MV%20Record%20Data_FollowupAU2015_002_GPD%20Property%20&%20Evidence%20Section_Followup

AFC 12.9.20

		Audit Issue Status		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue Number		Impacted Department(s)		Audit Issue Due Date		Root Cause Category

		Closed		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing		12/31/20		Process

		Closed		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		Jason Foster, Interim Director, & Barbara Beck, Fleet Support Supervisor		10/31/20		Monitoring

		Closed		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		Jason Foster, Interim Director, & Barbara Beck, Fleet Support Supervisor		10/31/20		Segregation of Duties

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD		3/31/21		Process

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		RTS and Budget & Finance		12/15/20		Procedures

		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		GRU Finance		1/31/21		Policy

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance		12/15/20		Monitoring

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing		6/30/21		Procedures

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR		1/31/21		Monitoring

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		GPD		3/31/21		Roles and Responsibilities				 

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		GPD		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		GPD		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		GPD		3/31/21		Procedures

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		GPD		3/31/21		Process

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity		12/31/21		Monitoring

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity		12/31/21		Training

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		Risk		12/31/20		Process

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		Risk		12/31/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team		12/31/20		Communication		Pending Vince's validation

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team		2/28/21		Systems						 

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team		5/31/21		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team		5/31/21		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Test Scenarios Have Not Been Completed		P3 - 2		GG Finance, GRU Finance, IT Project Team		3/31/21		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team		2/28/21		Systems

		Open		9/23/20		Cybersecurity Readiness Review		Adopt a Citywide cybersecurity governance body to drive strategic goals and provide clear direction on identifying, protecting, detecting, responding, and recovering from a cybersecurity event.		1.1		GG IT, GRU IT		10/1/21		Process

		Open		9/23/20		Cybersecurity Readiness Review		Considert the addition of a data security officer or equivalent poisiton to lead cybersecurity incident response in cooperation with senior management and Charter Officers, and to help mitigate any damages.		1.2		GG IT, GRU IT		10/1/21		Roles and Responsibilities

		Open		9/23/20		Cybersecurity Readiness Review		The City should document cybersecurity procedures and implement policies that address privacy and surveillance technology usage.		2.1		Public Works, Taffic Operation		10/1/21		Policy

		Open		9/23/20		Cybersecurity Readiness Review		Management should consider the feasibility of centrally storing Cybersecurity policies and procedures.		2.2		GG IT, GRU IT		10/1/21		Policy

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes third party security and privacy risk assessment processes.		3.1		GG IT, GRU IT		10/1/21		Procedures

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program theat includes a citywide business impact analysis to serve as the foundation of a comprehensive business continuity plan.		3.2		GG IT, GRU IT		10/1/21		Procedures

		Open		9/23/20		Cybersecurity Readiness Review		The City should implement a cybersecurity risk management program that includes the implementation of a citywide data classification scheme to ensure data security controls are priorotized based on the level of sensitivity and impact to the City should sensitive information be accessed without authorization, accidentally disclosed, altered or destroyed.		3.3		GG IT, GRU IT		10/1/21		Procedures

		Open		11/16/20		GG Non-pension Investments		Pension and Investments Division of the Budget & Finance Department should establish an Investments-Related User Access Management Program		1		GG Finance		5/31/21		Roles and Responsibilities

		Open		11/16/20		GG Non-pension Investments		The current approved broker/dealer list is not maintained in compliance with the non-pension investments policy		2		GG Finance		5/31/21		Policy

		Open		11/16/20		GG Non-pension Investments		Non-pension Investment-related Policies and Procedures Need Strengthening 		3		GG Finance		5/31/21		Policy





AFC 9.23.2020

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status


Bigbie, Ginger: Bigbie, Ginger:
Please do not edit this column		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Impacted Department(s)		Audit Issue Due Date		Root Cause Category

Bigbie, Ginger: Bigbie, Ginger:
Select a root cause category from the drop down that best fits the root cause describption as written in the audit report		Audit Issue Close Date

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD		3/31/21		Process		 

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		Fleet		N/A		Monitoring

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		Fleet		9/25/20		Segregation of Duties

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits and cash handling controls		B & F		RTS and Budget & Finance		12/15/20		Procedures

		Open		9/29/17		Audit of GRU Non-Pension Investments		Policy and Procedure Enhancements		3		GRU Finance		1/31/21		Policy

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance		12/15/20		Monitoring

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing		6/30/21		Procedures

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing		9/10/20		Process

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR		1/31/21		Monitoring

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		3/31/21		Roles and Responsibilities

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		3/31/21		Process

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		3/31/21		Procedures

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		3/31/21		Process

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity		12/31/21		Procedures

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity		12/31/21		Monitoring

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity		12/31/21		Training

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		Risk		12/31/20		Process

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		Risk		12/31/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Communication

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Process

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team		6/30/20		Monitoring

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team		6/30/20		Systems





		26		OPEN

		15		CLOSED





										City Auditor Quarterly Update

								Internal Audit Issue Follow up **		9/23/20		5/20/20

								Audit issues closed since last 
City Auditor Quarterly Update  		11		4

								Total open audit issues  		26		39

								Total past due issues *  		0		N/A







AFC 5.20.20

		Audit Issue Status
		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Impacted Department(s)

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		GPD

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		2		Fleet

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		3		Fleet

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		1		RTS and HR

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits		2		RTS and Budget & Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		Segregation of duties within the Treasury function requires strengthening.		1		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		The portfolio management reporting process requires strengthening. 		2		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		GRU Finance

		Open		9/29/17		Audit of GRU Non-Pension Investments		A review of the Investment and Debt Committee Quarterly Report identified three areas that require clarity or improvement around the cash and duration components of the GRU Portfolio.  		4		GRU Finance

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		Planning Department and Budget & Finance

		Open		8/2/18		Equal Opportunity Mandatory Annual Diversity Training		Procedures and performance indicators surrounding the Office of Equal Opportunity’s mandatory diversity training are not adequately designed nor implemented.		1		Equal Opportunity

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		1		GRU Purchasing

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		3		General Government Purchasing

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		7		GRU Purchasing

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		9		HR

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodicreview  of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		Equal Opportunity

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		Equal Opportunity

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		The Security Incident Handling Policy needs strengthening to ensure compliance with the MOU.		A		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		IT assets are not classified in accordance with the FLHSMV External Information Systems Security Policy’s #A-02: Data Security Section 7.0 Data Classification requirements.		C		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Business Continuity Plan does not include the in-scope systems		E		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Generically named user accounts.		F		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User access to driver’s license information obtained without appropriate approval.		G		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User activities are not recorded or reviewed.		H		GPD

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Information transmitted to and from the data extract application is not secure.		I		GPD

		Open		5/20/20		Audit of General Government ERP System Implementation		Present a business document that includes a cost benefit analysis to the City Commission when requesting funds.		P1 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Create a single consolidated view of all configuration changes.		P2 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Ensure all data conversion information is accurate		P2 - 3		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		The GRU Integration Testing Has Not Been Completed		P3 - 1		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		As of 4/30/2020, 172 test scenarios out of 2,806 scenarios have not been tested 		P3 - 2		GG Finance, GRU Finance, IT Project Team

		Open		5/20/20		Audit of General Government ERP System Implementation		Data Security Controls Need Strengthening		P3 - 3		GG Finance, GRU Finance, IT Project Team

		39 open issues
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Sandbox

		City of Gainesville, Office of the City Auditor - Audit Issue Tracker

		Instructions: Guidance comments are provided for each field in the header row

		Audit Issue Status
(open, closed, past due, re-opened)		Audit Report Date		Audit Report Title		Audit Issue Title		Audit Issue #		Audit Issue Subsection		Audit Issue Risk Rating
[H, M, L]		Impacted Department(s)		Responsible Party		Audit Issue Close Date		Audit Issue Due Date		Status of Latest Communique		Link to Shared Audit Issue File		Validation WP Date		Comments		Audit Report Date		Audit Number

		Open		1/26/16		Audit of Gainesville Fleet Operations		Industry Standards/Goals		C		2		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		2		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		1/26/16		Audit of Gainesville Fleet Operations		Application Management and Owner Stewardship not Functional 		D		3		M		Fleet		Paul Starling, Interim Director, & Barbara Beck, Fleet Support Supervisor				N/A		Not implemented. Met w/Paul & Barbara on 5/4.		AU2015_001_Gainesville Fleet Operations_Followup		N/A				2015		AU2015-001

		Open		9/15/15		GPD Property and Evidence Section		Cash Procedures Need Updating		C		N/A		M		GPD		Assistant Chief, Terrence Pierce				N/A		Not Implemented. Interviewed Lt. Schibuola & Deborah on 5/5. 		334_Audit of Payroll System_Followup		N/A				2015		AU2015-002

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		a		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		b		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		c		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		d		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		e		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		f		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		g		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		Policy update to be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/29/17		Audit of GRU Non-Pension Investments		Periodic Review and Approval – The Investment Policy should be reviewed, updated and approved by the CFO on an annual basis. 		3		h		M		GRU Finance		Linda Vaughn, GRU Invesment Manager				1/31/21		To be implemented by January 2021: BA met with Mark B & Linda V on 4/29; EM met again on 8/20		AU2017-004_Audit of GRU Non-Pension Investments_Followup						2017		AU2017-004

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Reconciling Bus Farebox Deposits		B		2		M		RTS and Budget & Finance		Jesus Gomez, Transit Director and 
Diane Wilson				N/A		Left vm with Diane W on 4/28. Met with Jesus on 4/27. 		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		F		1		M		RTS and HR		Lisa Jefferson, Human Resources				N/A		Met with Lisa J. on 4/29. She needs more time to review report.		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		9/28/17		Audit of RTS Farebox and Bus Pass Revenues		Periodic Background Checks		F		2		M		RTS and HR		Lisa Jefferson, Human Resources				N/A		Met with Lisa J. on 4/29. She needs more time to review report.		AU2017-005_Audit of RTS Farebox and Bus Pass Revenues_Followup						2017		AU2017-005

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		A		3		M		General Government Purchasing		Doug Drymon, 								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Vendor Master File system controls cannot be relied upon as implemented.		B		9		M		HR		Lisa Jefferson, Human Resources								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Conflict of Interest controls and monitoring are not working as intended.		C		7		M		GRU Purchasing		Jim Frampton, GRU Purchasing, Utilities								AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Vendor Master File		Policies, procedures, and oversight related to General Government’s and Gainesville Regional Utilities’ Vendor Master File are not adequately designed nor implemented.		A		1b		M		GRU Purchasing		Jim Frampton, GRU Purchasing, Utilities						 		AU2018-001_Vendor Master File_Followup						2018		AU2018-001

		Open		8/2/18		Annexed Property Fee Collections Audit		City Revenue Verifications of Annexed Properties Not Conducted		A		N/A		M		Planning Department and Budget & Finance		Andrew Persons, Planning & Development Director						Sent email 4/28 to Andrew P. requesting meeting on 4/29		AU2018-002_Annexed Property Fee Collections Audit_Followup						2018		AU2018-002

		Open		8/2/18		Equal Opportunity Mandatory Annual Diversity Training		Procedures and performance indicators surrounding the Office of Equal Opportunity’s mandatory diversity training are not adequately designed nor implemented.		1		a		M		Equal Opportunity		Teneeshia Marshall, EO Director						Meeting with Teneeshia and Bridget Lee on 5/5/2020		AU2018_004_Equal Opportunity Mandatory Annual Diversity Training						2018		AU2018-004

		Open				Audit of General Government ERP System Interim Report		See the summary of open issues after the May 2020 AFC meeting.		N/A		N/A		H		N/A		N/A				N/A		Vince is summarizing these issues and following up on these issues.		AU2019_002_Audit of GG ERP System Interim Report_All ERP Audits_Followup						2019		AU2019-002

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Standard Business Processes		1		N/A		M		N/A		N/A						Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup						2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Lack of Transparency		2		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Obtaining and Managing Grants Outside of the City’s Oversight		3		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Inaccurate and Inadequate Procedures for Performance Metrics		4		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		4/3/19		Audit of the City of Gainesville’s Reichert House Youth Academy – Governance, Financial Processes, and Performance Metrics - Part A		Poorly Documented and Unusual Transactions		5		N/A		M		N/A		N/A		N/A		N/A		Put on hold until after James Moore's work is complete per GB 5/4/20		AU2019_004_Reichert House Youth Academy_Part A_Followup		N/A				2019		AU2019-004

		Open		2/5/20		Affirmative Action Plan Audit 2019		Continue to leverage Berkshire – BalanceAAP software. 		1		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish standard periodic review of AAP hiring goals, which are integrated as a part of HR data capture, management, and extraction.		2		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Establish  data  governance  practices,  execution,  and  review  to  eliminate  dependence  on  any person’s institutional knowledge to accurately produce foundation data used to build the plan.		3		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Implement  regular  reporting/audit  practices  to  eliminate  the  need  to  pull  these  physical  paper  records for periodic audit review. 		4		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/5/20		Affirmative Action Plan Audit 2019		Review how to better align the new ERP with universal EEO field and tabular nomenclature to help eliminate standardization and human interpretation challenges. 		5		N/A		M		Equal Opportunity		Teneeshia Marshall, EO Director						Teneeshia believes that this function belongs in HR. Auditor will interview EO on a later date.		AU2019_005_Affirmative Action Plan Audit 2019_Followup						2019		AU2019-005

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		The Security Incident Handling Policy needs strengthening to ensure compliance with the MOU.		A		N/A		H												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Not all server update patches were installed.		B		N/A		H												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		IT assets are not classified in accordance with the FLHSMV External Information Systems Security Policy’s #A-02: Data Security Section 7.0 Data Classification requirements.		C		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Identified vulnerabilities need to be examined and controls implemented.		D		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Business Continuity Plan does not include the in-scope systems		E		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Generically named user accounts.		F		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User access to driver’s license information obtained without appropriate approval.		G		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		User activities are not recorded or reviewed.		H		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007

		Open		2/6/20		Internal Controls and Data Security for the Use of Driver's License and Motor Vehicle Record Data Exchange		Information transmitted to and from the data extract application is not secure.		I		N/A		M												AU2019_007_Internal Controls and Data Security for the Use of Drivers License and MV Record Data_Followup						2019		AU2019-007
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APPENDIX — OPEN AUDIT ISSUE DETAIL (CONT.)

11/16/2020 |GG Non-pension Investments Pension and Investments Division of the Budget & 1 GG Finance 5/31/2021 |Roles and
Finance Department should establish an Responsibilities
Investments-Related User Access Management
Program

The current approved broker/dealer list is not 2 |GG Finance 5/31/2021 |Policy
npliance with the non-pension

5/31/2021 [Policy
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APPENDIX B — INTERNAL AUDIT PLAN

Assess current organization-wide culture to better identify

Mew Citywide -all areas Organizational Culture Audit Audit and understand factors that negatively impact the chances 900
for successful outcomes and relationships.
Assess Citywide processes that identify and manage legacy
Review of Citywide Management of systems, and proactively assist with acquisition of new
Mew Enterprise IT Governance |Legacy Systems and Technology Advisory  |technologies. Ensure computer systems and technology are 500
Improvement Plans sufficent to support delivery of key services and reporting,
and adequately manage security risks.
) ) Review internal controls around movement of GCRA funds
Review of GCRA Project Management ) ) o i
Mew GCRA . Audit and project management to ensure transparency in financial 500
and Transparency in Fiscal Management ) ) ) ) )
reporting and compliance with policy and regulations.
Assist HR management with data gathering and analytics to
Human Resources and . . i . . .
Mew Citywid Succession Planning Advisory |ensure adequate succession planning policies and 500
itywide
procedures are in place Citywide.
. Review sources and uses of the Evergreen Cemetary Trust
MNew GPRC Evergreen Cemetery Trust Fund Audit ) ] ) 200
Fund for compliance with policy and procedures.
Review plans to ensure resources are adequately allocated
Review GG/GRU Capital Improvement . to improve infrastructure at greatest risk to impact neighbor
Mew GG and GRU Infrastructure Audit 800

Plans

and community builder health and safety and to ensure
reliable delivery of services over time.

27




New

Human Resources Data

APPENDIX B — INTERNAL AUDIT PLAN (CONT.)

HR Data Quality Review

Audit

Review controls around HR data intake, processing and

Quality output with use of disparate systems and manual processes.
. . Audit use of SHIP funds and adequacy of Local Housing
i SHIP and Local Housing Assistance Plan i i i
New Affordable Housing Audit Audit Assistance Plan intended to produce and preserve affordable 2800
homeownership and multifamily housing.
GPD Body-Worn Camera Compliance . Assess adequacy of and compliance with body-worn camera
New GPD i Audit . 400
audit policies and procedures.
Review the policy, controls and security around handling gift
New 35 and GRU Finance Gift Card Audit Audit g poliey v Eg 300
cards
Perform a risk-based evaluation of GPRC internal controls for
On plan GPRC Billing and Collections Audit billing and collections processes and merchant account 800
handling.
. . . Review data and identify process improvements around staff
New GPD Staff Retention Audit Advisory o i 300
retention in areas of high turnover.
Review security and privacy controls around capturin
3G Transportation and Audit Use of Traffic-Related Surveillance i i t‘!" privacy i i P _g,
New Audit storing, handling, and accessing traffic-related surveillance 600

Mobility

data

data.
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APPENDIX B — INTERNAL AUDIT PLAN (CONT.)

Review City overtime charges and internal controls for

On plan Citywide Financial Payroll Overtime Audit Audit 500
P v functional areas with highest overtime payroll expense.
. Review project plan to identify risks that may not be
- Customer Billing System (Vertext One) ) ) )
Mew GRU Customer Billing . . . . Advisory |adequately addressed, and provide suggestions for process 800
Pre-implementation IT Advisory project . . .
improvements that may be identified.
Special Work with City Attorney's Office to update the City Auditor
MNew City Auditor Ordinance and Resolution update P ] ) v ) ¥ P ty 200
Project Ordiance and Resolution.
Provide advisory services to support improved records
MNew City Clerk Record Management Solutions Advisory |management processes, digital records, data retention and 800
data storage risks.
o ) ) ) Assess adequacy and effectiveness of governance and
On plan GG GRU Grants GRU Grants Administration Audit Audit ) o ) 900
internal controls over grant administration at GRU.
. . . Provide Advisory Services to support management with
Operational Risk Management Advisory ) ) ) ] )
Mew GPRC Advisory |implementation of an operational risk management 500

project

program.
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APPENDIX B — INTERNAL AUDIT PLAN (CONT.)

GRUcom Asset Management and

Review internal controls around asset management and

MNew GRUCom o ) Audit capitalization processes, including recovery for operating 500
Capitalization Processes Review . . ]
radio systems (police, fire).
. . GRU customer billing for Public Works . Assess accuracy and completeness of GRU customer billing
New GRU billing for Public Works i i Audit i i 500
services Audit for Public Works services.
i i . i Review processes and controls for third party billing and
New GPD Audit GPD Overtime Billing Advisory i ) i 500
collections related to police overtime.
Assess adequacy and effectiveness of user access
. Case Management System User Access . .
MNew City Attorney Review Audit manageemnt and related controls to ensure authorized 300
access to the case management system.
G35 Transportation and . . Review charge capture processes and fee collection around
New . Parking Charge Capture Audit i ) 400
Mobility City parking spaces and garages.
i Review customer complaint management processes
Customer Complaint Management i i i i . : : . .
MNew GRU o Advisory  |{including social media public relations) to identify 500
rocess Review
- opportunities for improvement in these processes.
Audit of Badge Access and Physical Keys
e . Assess adequacy of badge access controls and management
MNew GRU Management to Buildings and Storage Audit 500

Warehouses.

of physical keys to GRU buildings and storage warehouses.
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APPENDIX B — INTERNAL AUDIT PLAN (CONT.)

Review of Citywide Travel Program

Review Citywide travel program governance, internal

On plan Citywide Governance, Compliance, and Internal Audit 300
S s controls, and compliance with policy and procedures.
Controls
i . Review of Governance, Compliance and i i
3G Finance Billing and . . Assess governance, compliance and internal controls around
On plan ] Internal Controls around Business Tax Audit i 200
Collections General Government business tax processes.
Processes
. . Review the policy/procedures and controls around use of
Mew GRU Fleet GRU Fleet management Review Audit ) ] i i 400

City vehicles to reduce costs and public safety risk.

e Police (GPD), Fire Rescue  |Gainesville Fire and Police Emergency T Review response times as they relate to department policy B

udi
(GFR) Response Times and goals, and local, state and federal laws and regulations.

Establish program for automated and ongoing auditing of all
Citywide purchasing card transactions to assess poli

ON HOLD Citywide Citywide Purchasing Card Review Audit R . P g . poficy 600
compliance and management of fraud risks.

Citywide Natural Disasters o i i
] ] ) ) Periodic |Ongoing: Respond to management requests and emerging
On plan  [(pandemic, natural disasters,|Pandemic Readiness o i i i ) i 200
Monitoring |risks with advisory and other special projects.

other emergencies)
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